Instructions for using WKU-SECURE wireless network

Windows 7 computers

* Click the Windows Wi-fi icon in system tray.

* Select WKU-SECURE from network list.

* Verify that the “connect automatically” box is checked.

* Click Connect.

* Inthe Windows Security box, provide your NetID credentials if prompted.

Network Authentication
Please enter user credentials

’I_ al i “Jsername
Password
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] [ Cancel

¢ If the Windows Security Alert error appears, click Connect.

Windows Security Alert

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server.

E] Details [ Terminate ] [ Connect

* Click the Windows Wi-fi icon in system tray.

* Click Open Network and Sharing Center.

* Click Manage wireless networks from the left menu bar.

* Double-click WKU-SECURE.

* Goto the Security tab in the WKU-SECRUE Wireless Network Properties window.



WKU-SECURE Wireless Network Properties u
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Security type: WPA2-Enterprise v

Encryption type: [AES v]

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) v|| settings

Remember my credentials for this connection each
time I'm logged on

[ Advanced settings ]
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* Select security type: WPA2-Enterprise.

* Select network authentication method: Microsoft Protected EAP (PEAP).
* Click “Remember my credentials” checkbox.

¢ Click Settings (next to network authentication method).
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When connecting:
Validate server certificate

[T Connect to these servers::

cacs1.wku.edu

Trusted Root Certification Authorities:

[] AddTrust External CA Root -
[ Class 3 Public Primary Certification Authority ’

D Entrust.net Secure Server Certification Authority
[] Equifax Secure Certificate Authority B
[] Equifax Secure Global eBusiness CA-1

[] GTE CyberTrust Global Root

[T] http:/fwww.valicert.com/ -
< | I [

m. |

[7] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) '] [ Configure... ]

Enable Fast Reconnect

["]Enforce Network Access Protection

["] Disconnect if server does not present cryptobinding TLV
[T Enable Identity Privacy

| | ok || cance |
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* Validate server certificate should be checked.
* Uncheck Connect to these Servers.

* |nthe Trusted Root Certification Authorities box, select Thawte Premium Server CA.
* Click OK.

* | nthe WKU-SECRUE Wireless Network Properties window, click Advanced Settings.
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802.1X settings [ 802. 11 settings

Specify authentication mode:

[User authentication '] [ Save credentials ]

[ ] Delete credentials for all users

| Enable single sign on for this network

(@ Perform immediately before user logon

Perform immediately after user logon

Maximum delay {seconds): ‘ 10 —_—

v

[V] Allow additional dialogs to be displayed during single
sign on

I [ ] This network uses separate virtual LANs for machine

and user authentication

* Inthe Advanced settings window, Specify authentication mode should be checked.
* Select “User authentication” from dropdown box.
* C(lick “Save credentials.”

Windows Security.-—d M— E

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

e
[ User name ]
[Password ]

| ok || cancel




Enter your NetID credentials.

Click OK, OK, OK to close all the open windows.

Again in the Manage Wireless Networks window: Select WKU-SECURE.
Click Move Up to move it to the top of the list.



