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WKU Wireless fix for WKU Secure

How to setup windows as the default wireless connection manager.

Step 1 - Disable the Intel/Dell/3™ party Controller

The different adapters and different versions will have the toggle in different locations. Look for
something that says “use windows to manage” or “turn on wireless zero config”. If there is an option to
save this for future use make sure to check that box. Also look for anything that states “Hide this icon,
or hide this utility”, as we won’t be using the 3" party software any longer.

| &) Intel® PROSet/Wireless WiFi Connection Utility
File Tools [EGIEREN Profiles Help
Adapter Settings... Ctrla

Advanced Statistics... ctri+s (intel.

Use Windows to Manage WiFi F10

WIKT iewoiks tounu. Select one and click
Connect.

‘WiFi Networks (14)

<SSID not broadcast>
This network has securty enabled

8

<SSID not broadcast> p

IIIU[IQ This netwerk has secuilty enabled 8
<SSID not broadcast> g

Illm]ﬂ This network has secuiy enabled )
<SSID not broadcast> 9

III["]Q This network has secuiy enabled )

T . clck the
Profles bulton Profiles...
: ; Hardware radio stch
Disable Radio K [l Cose |

Step 2 — Fix the services.msc

To access the service list click on the start menu and go to the run command. Type in services.msc and
click ok

= Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: l servites.mscl v ‘

I OK I[ Cancel J[ Browse... ]

Find windows wireless zero config, right click, and stop the service.
% Services FEX

File Action View Help
- HFRER @0 »r=i»
4 Services (Local)

*4 Services (Local)

Description  Status

Wireless Zero Configuration
Windows Driver Fo... Manages u...

Stop the service YyWindows Firewall/L.. Providesn... Started

Restart the service
% Windows Image Ac... Providesim... Started

WWindows Installer  Adds, modi...  Started
Windows Managem... Providesa ... Started
4 Windows Managem... Provides s...
Windows Media Pla... Shares Win...

4
4
4
4
Description: L
4
4
S Windows Presentat... Optimizes ...
4
4
4
L
4
L
L3

Provides automatic configuration for the
802,11 adapters

Windows Remote M. Allows acc...
2 Windows Time Maintains ... Started
wired AutoConfig  This servic...

WM Perform [
2 Workstation V.. Started

Extended A Standard / Restart

ice Wireless Zero Configuration on Local Computer All Tasks

Refresh

Properties

Help
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Next find the Error Reporting and Event Log services. Both of these need to be started, and set to
automatic. Right click on the service to start and double click to open the menu to set to automatic.

&Services EIBX g o Reporting Service Properties (Local Computer)

File Action View Help

B2 RaclC Nl 2 General l Log On | Recovery | Dependencies|
Service name:  ERSwvc
Error Reporting Service Name / Description | Status Startup Type  Log On As -
[ % ~
Start the service @ rer e St Display name: Error Reporting Service
SnExt Manual Local System
EFs:r\pnnn: _— . : Fad Disabled Local System Description: Allovys error reporting for set\fices and applictions
ap;;;;gggu':gg’g i edaditaley p ::Fe z Started ;::Jrglatlc t:::: ?;zz: [running in non-standard environments.
environments.
SHel Al Tasks Started  Automatic Local System
: L Disabled Local System Path to executable:
HT f Manual Local System 3
p :m; Properties  Manages .. o {ocel Syirem C:AWINDOWSASystem324svchost exe -k netsves
4 ndexes co... Manual Local System
BaIntL..., . .. Intel(R)Ma... Started  Automatic Local System 1
S Intel(R) Manageme... Alows appl... Started  Automatic Local System = Startup type: Manual v
SaIntel(R) PROSe/Wi. Started  Automatic Local System
S Intel(R) PROSet/ Started  Automatic Local System Manual
SaIntel(R) PROSEL/Wi. Started  Automatic Local System Disabled
S Intel(R) PROSet/ Wireless M... Started  Automatic Local System Service status:
S IPSEC Services Manages L. Disabled Local System
@ Java Quick Starter  Prefetches... Started  Automatic Local System B
Byl iveUpdate LiveUpdate. Manual Local System Start Pause Resume
“Logical Disk Manager  Detects an... Started  Automatic Local System
SLogicalDisk Mang...  Corfigures... Mandel Local System ‘You can specify the start parameters that apply when you start the service
S Messenger Transmits ... Disabled Local System from hete.
“@yMicrosoft Office Dia... Run portio... Manual Local System &
“84MS Software Shado... Managess... Disabled Local System
SNet Logon Supportsp... Started  Automatic Local System l I
SNet. Tep Port Sharin... Provides a. Disabled Lacal Service
S NetMeeting Remol Enables an Disabled Local System
“aNetwork Access Pr...  Allows win... Manual Local System &
\ Extended A Standard /. I I [ ] R
Start service Error Reporting Service on Local Computer oK Cancel APPY

File Action View Help

> m Il W e :
Ll General ‘ LogOn | Recovery | Dependencies
@ Services (Local) Services (Local)
Service name: Eventlog
Event Log Name / Description  Status Startup Type  Log On As A
& %Error Reporting Ser Started Automatic Local System
Start the service & Display name: Event Log
4 Manual Local System
Description: Sr Disabled Local System Description: Enables event log messages issued by Windows- A
s neeg i), S Stated  Automatic  Local System based programs and components to be viewedin -
Wi 5
components to be viewed in Event b Mol Local System =
Viewer. This service cannot be stopped,  Sak EnablesHe... Started  Automatic Local System
B AITasks  » | Enablesge.. Disabled Local System Path to executable:
S This servic, Manual Local System 0
AWINDDWS': m32\services. ex
1| Refresh Manages C. Manual Local System = DOWShsystem32\services.exe
BN properties | Indexesco... Manual Local System
E IntelR) Ma... Started  Automatic Local System Clatin e M ! K
S Heb Allows appl... Started  Automatic Local System artup type: anual
“@Intel(R) PROSe/Wi... Managest... Started  Automatic Local System
E % Intel(R) PROSet /Wi Provides re. Started Automatic Local System
S Intel(R) PROSEt/Wi... Provides Started  Automatic Local System
S Intel(R) PROSEL/Wi... Wireless Started  Automatic Local System Service status:
SRIPSEC Services Manages L... Disabled Local System
%lava Quick Starter  Prefetches... Started  Automatic Local System T =
“Livelpdate LiveUpdate. Manual Local System b =
“@Logical Disk Manager  Detects a Started  Automatic Local System
Slogical Disk Manag... Configure Manual Local System ‘You can specify the start parameters that apply when you start the service
@ Messenger Transmits ... Disabled Local System from here
@ Microsoft Office Dia... Run portio... Manual Local System
484V Software Shado... Disabled Local System
% het Logon Started  Automatic Local System art parameter [ ‘
SNet. Tep Port Sharin... 2 Disabled Local Service
@ NetMeeting Remot...  Enables an... Disabled Local System
SaNetwork Access Pr...  Allows win... Manual Local System @
Extended { Standard Cancel Aoy
Start service Event Log on Local Computer
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Start the wireless zero config.

Services (Local)

hwired AutoCor  pelp

Manual Local System

%WMI Performance ...  Provides p... Manual Local System
% Workstation Creates an... Started Automatic Local System

Wireless Zero Configuration MName Description Status Startup Type Log On As
L % System Event Notifi... Tracks syst... Started Automatic Local System
Start the service 4% 5ystem Restore Se... Performss... Started  Automatic Local System
4 Task Scheduler Enablesa ... Disabled Local System
Description: L % TCP/IP NetBIOS He... Enablessu... Started Automatic Local Service
Provides automatic configuraton for the & Telephony Provides T... Started  Manual Local System
802,11 adspters 4 % Telnet Enablesar... Disabled Local System
§ % Terminal Services Allows mult... Disabled Local System
4 % Themes Providesu...  Started Automatic Local System
4 %Uninterruptible Pow... Manages a... Disabled Local Service
& %Universal Plugand ... Providess... Disabled Local Service
§ % USBDLM USB Drive ...  Started Automatic Local System
4 %Volume Shadow Copy Manages a... Disabled Local System
Sy webClient Enables Wi... Disabled Local Service
L %Windows Audio Manages a... Started Automatic Local System
Sy windows Cardspace Manual Local System
4 %Windows Drive, Manual Local System
4 % Windows Firew | Started Automatic Local System
§ % Windows Imagy ‘ Started Automatic Local System
4 % Windows Insta . Started Manual Local System
L %Windows Mana ‘ Started Automatic Local System
§ % Windows Mana | Manual Local System
4 Y windows Medic AlTasks i ‘ Manual Network S...
windows Prese  Refresh ‘ Manual Local Service
Sy windows Reme | Manual Network ...
Sawindows Time|  Properties ‘ Started  Automatic Local System
§
4
4
4

Step 3 — Connect to WKU-SECURE

Right click on the wireless icon and select view available networks. Click on WKU-SECURE and click
connect.

Change Windows Firewall settings

Open Network Connections

Repair
Yiew Available Wireless Networks

5" Wireless Network Connection

Choose a wireless network

Network Tasks

Click an item in the list below to connect to a wireless network in range or to get more
information.

g Refresh network list

Set up a wireless network
for a home or small office

WKU-SECURE
(« 7 )

% Secul

To conne:
additional information.

Related Tasks

j) Learn about wireless
networking

Change the order of
preferred networks

WKU-WIRELESS

((ﬁ»

9;, Change advanced Unsecured wireless network III“
settings 3114 5651

((ﬁ))
't Security-enabled wireless network II.I“ [ |
BGCity-Staff

((i» i
' _») Security-enabled wireless network Il.lu
WKU-GUEST

of .8
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Configuring WKU-SECURE as the default Wireless Client

Step 1 - Configure the preferred networks

. Right-click the Windows Wireless icon in system tray.

. Select View Available Wireless Networks.

. Select WKU-SECURE and click Connect.

. Click Change Advanced Settings in the left-side menu bar.

5" Wireless Network Connection

Network Tasks Choose a wireless network

ﬁ Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.
<2 Set up a wireless network Q) WKU-SECURE Connected g &
for a home or small office i
't Security-enabled wireless network (WPAZ) I.Ill
Related Tasks ((ﬁ)) WKL WIRELESS
\i) Learn about wireless Unsecured wireless network ]]Iln

networking BGPolice

(@)
¢ Change the order of i
' Security-enabled wireless netwark I.Ilu

WKU-RESIDENTIAL

preferred networks

(3 Change advanced ((i))
settings
Unsecured wireless network I'qu
(( )) BGFire
i '} Security-enabled wireless network I.Ilu |
(( )) BGIT
ﬁ '{’ Security-enabled wireless network (WPAZ) I.II[] v
Disconnect
. Click the Wireless Networks tab.

nection Properties

General | Wirsless Networks |

Available networks:

To connect to, disconnect from, o find out more information
about wireless networks in range, click the button below.

View Wireless Networks
Preferred networks:

Automatically connect to available networks in the order listed

below:
@ WKU-SECURE [Automatic) Move up
Move down
[ Add... ] [ Remove ] [ Properties ]
Learn about setting up wireless network

confiquration.

[ 0K H Cancel ]
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o Select WKU-SECURE.
. Click the Properties button.
o Click the Authentication tab.

WKU-SECURE properties

Association | Authentication lConnection

@3

[FAYMoll| Protected EAP [PEAP) v

[[] Authenticate as computer when computer information is available

[[] Authenticate as guest when user or computer information is

WKU Wireless fix for WKU-SECURE
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unavailable
. Uncheck the box for "Authenticate as computer when computer information is available."
. Under EAP type, select "Protected EAP (PEAP)".
. Click the Properties button.

Protected EAP Properties

When connecting:

D Connect to these servers:

|

Trusted Root Certification Authorities:

[[] Thawte Personal Basic CA
[[] Thawte Personal Freemail CA
[[] Thawte Personal Premium CA
Thawte Premium Server CA
[] Thawte Server CA

[[] Thawte Timestamping CA

[] uTN - DATACOKp SGC

<

certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2)

v

[:IDO not prompt user to authorize new servers or trusted

v Configure...

Enable Fast Reconnect
[C]Enable Quarantine checks

[Ipisconnect if server does not present cryptobinding TLY

[ OK ] [ Cancel

l

J Check the box for "Validate server certificate."
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Under "Trusted Root Certification Authorities," check the box for "Thawte Premium Server

CA".

Click the Configure button.

EAP MSCHAPv2 Properties @

When connecting:

0 Automatically use my Windows logon hame and
password [and domain if any).

R0k [ Cancel ]

Uncheck the box for "Automatically use my Windows logon name and password (and domain

if any)."

Click OK, OK, OK, OK to close all the open windows.

Right-click the Windows Wireless icon in the system tray.

Select View Available Wireless Networks.

Select "Change the order of preferred networks" in the left-side menu bar.
Select WKU-SECURE and click the Move Up button until it is at the top of the list.
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